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1. OCHOBHBIE TPEBOBAHUSA KOMIIETEHIIUA
1.1. OBIIUE CBEJEHUA O TPEBOBAHUAX KOMIIETEHIIUH

TpeboBanusi kommnereHuuu (TK) «HMuopmanmonnass  6e30MacHOCTHY
OTIPECISIIOT 3HAHWS, YMCHUS, HAaBBIKM W TPYAOBBIC (DYHKIIMH, KOTOpPHIE JIGKAT B
OCHOBE HamboJiee aKTyalIbHbIX TPEOOBaHUM paboTOAaTENIeH OTpaCH.

Ilenpl0 COpEBHOBAHMI IO KOMIICTCHIIMHM SIBISICTCS JIEMOHCTPAIMS JTYUITUX
NPAKTHK U BBICOKOTO YPOBHS BBITIOJHEHHUsI PaOOTHI IO COOTBETCTBYIOIICH paboueit
CHENUATIBHOCTU UK PO ECCHH.

TpeOoBaHUs KOMIICTCHIIMH SIBJISIOTCS PYKOBOJCTBOM JIJII  TOJTOTOBKH
KOHKYPEHTOCITOCOOHBIX, BBICOKOKBATM(DUITUPOBAHHBIX CIICIIHAIMCTOB / pabounx U
y4acTHs UX B KOHKypcax MpodhecCHOHAIbHOTO MacTepCTBA.

B copeBHOBaHMSAX MO KOMIIETECHIIMM MPOBEPKA 3HAHWM, YMCHWW, HABBIKOB W
TPYAOBBIX  (YHKIMH  OCYIIECTBJIICTCS  TOCPEACTBOM  OIEHKH  BBITIOJHCHUS
IPAKTUYECKON paboTHI.

TpeOGoBaHusi KOMIIETEHIIMM pa3/ielieHbl Ha YEeTKHWE pa3lieNibl C HOMEpaMHu H
3aroJIoBKamMH, KaKJIOMY pas/ielly Ha3HauyeH MPOIEHT OTHOCHUTEIbHON Ba)KHOCTH,

cymMa KoTopsix coctasisgeT 100.

1.2. ITIEPEYEHb ITPO®ECCHOHAJIBHBIX 3AJJIAY CIIEHUAJIUCTA 110
KOMIIETEHIIUU <MHO®OPMAIMNOHHASA BE3OITACHOCTDb»
Tabauya Nel

Ilepeuenn npodeccHOHAJTBHBIX 32124 CHEIUATUCTA

OPTAHM3ALIMA ITPOPECCHNOHAJIBHON AEATEJIBHOCTHU 20

CrnienmanucT 107KeH 3HaTh U TIOHUMATh

*  METOABI IUTAHMPOBAHMS CBOEH paboTHI;

*  METOABI JEKOMITO3UINH 1 IIPHOPUTU3AIMHN ITOCTaBJICHHBIX 3a/]1a4;
1 *  Ba)XHOCTb IIPOBEPKH BBHITIOITHEHHOH paOOTHI B KayK/IOM €€ acIeKTe;
* Metoabl 3¢ PeKTUBHOI pabOTHI B COCTaBE KOMaH/IbI;

*  METOAbI JEMOHCTPAINH U IPE3CHTANH MaTepHaa;

¢ COBpPEMCHHBIC TCHACHIUU B obactu I/IH(i)OpMaIII/IOHHLIX TEXHOJIOTUI H B

noaxozaax K mocrpoernto U T-uHGpacTpyKTypsI;




OTpaciieBbIe CTaHAAPTHI M CUCTEMBI MPOPECCHOHATIBHBIX CepTH(HUKALINIA;
CTaHIapThl NMPOQecCHOHANFHON KOMMYHHKAlMK TpH paboTe B cUCTEMax

NOAACPIKKHU HOHB3OBaTeJ’I€ﬁ;

CHCHI/IEU'II/ICT JAOJZKECH YMETh

pa3pabaThiBaTh JOKYMEHTAIMIO K CYIIECTBYIONICH WJIH TPOCSKTUPYEMOMH
WH(POPMAIIMOHHOU CTPYKTYPE MPEATNPHUITHS;

(hopMHUpPOBATH KOPPEKTHBIC, OTBEUAIOIIAE TPEOOBAHHSAM W OTrPaHHYCHHSM,
PEKOMEHIAIUN Ha OCHOBE 3aIIPOCOB M MOTPEOHOCTEH 3aKa34nKa;
BBICTpauBaTh 3(P(GEKTUBHOE MUCHBMEHHOE W YCTHOE OOIICHUE Ha PYCCKOM H
AHTJINICKOM SI3BIKE;

MPUMEHATh AHAJIUTUYECKUE HABBIKM JJI1 JAWATHOCTUKA W YCTPAaHEHUS
HEHCIIPABHOCTEH B paboTe MH()OPMAITMOHHBIX CUCTEM U CETECH;

TOYHO OIUCHIBATH WHIMJICHT U JOKYMEHTHPOBATH PEIICHHUE ITPOOICMEI;
OCYIIECTBIIATh MOMCK MH(POPMAIIMK B OTKPBITHIX MCTOYHHKAX M padoTaTh C
TEXHUYECKON JOKyMEHTaIUEH;

¢dbopmupoBats 0a3y 3HaHUIA;

OKCIUTYATALIMA, COITPOBOXIEHWE 11 HAA30P 20

Cl'leI_II/IaJ'II/ICT JOJIDKCH 3HAaTh U IOHUMATh

* Cucrembl YIIpaBJeHHUs] YYETHBIMHU JAHHBIMH TOJIb30BATEIICH

e Ilpunuunel  WHPOPMAIMOHHON  OE30IACHOCTH,  HCIOJb3yeMbIE IS
yIIpaBJICHUs PUCKaMU IIPU UCIIOJIb30BaHUH, 00pa00TKe, XpaHEHHH U Iiepe/iayue
JAHHBIX

* IlpuHuUNB ynpaBieHUs! )KU3HEHHBIM [IUKJIOM HH(POPMAIOHHBIX CUCTEM

» llenu u 3aauu opraHu3anuy B 001acTH UHOOPMALMOHHBIX TEXHOIOT U

* Cucrembl XpaHEHUs KIFOUEH sl TOANEPIKKY IUPPOBAHHS JaHHBIX

* CpexactBa ympaBieHHUs, CBS3aHHBIE C HCIOIb30BAaHUEM, O0OPaOOTKOM,
XpaHEeHHEM M Tiepe/adeil JaHHbIX

CrienuajucT TOKEH yMETh

*  AHanM3upoBaTh M pa3padaTHIBATh MPOLEAYPHl MHTETPALUH, TECTHPOBAHUS,
IKCILTyaTal|H, COIPOBOXK/ICHHS MEXaHN3MOB 0€30MMacHOCTH
MH(OPMAIIMOHHBIX CUCTEM.

*  VYmpaBusaTh 0€30I1aCHOCTHIO TENIEKOMM YHHUKAIIUOHHBIX pecypcoB
OpraHu3aIyu

» PaboraTh ¢ cucTeMaMu YIPaBICHUS] KPUMTO-KITIOYAMU

* TIpoBomuTh OIEHKY MU3aifHa pemeHui 0 o0ecTIedeHNI0 6e30MacHOCTH

3AIIUTA THOOPMAIIMOHHON MHO®PACTPYKTYPHEI 30

CHGHI/IaJ'II/ICT JOJDKCH 3HATh U IIOHUMATh

Peanmzanuu QaitnoBeIX cucTeM
Cucremnsle Qaiinbl (Harmpumep, ¢ainsl xypHana, (aiinsl peectpa, daiins
KOH(UTypanuu) KOTOPHIE COAEP AT COOTBETCTBYIONIYIO MH(OpMALNIO U UX

MECTOITIOJIOXKCHHUE




KoHienuu apXuTeKTypbl CETEBOU OE30MACHOCTH, BKIIIOYAs TOIMOJIOTHIO,
MPOTOKOJIbI, KOMIIOHEHTHI M IPUHITUITBI UX B3aUMOJICHCTBHS

OrtpacreBbie CTaHAAPTHBI B 00JaCTH aHAIU3a, METOJIOB U HHCTPYMEHTOB IS
BBISIBJICHUSI YSI3BUMOCTEH

Kareropuu HHIMAEHTOB, METO/IBI PEATUPOBAHMS U 00paOOTKH

Pa3paboTka KOHTpMep IS BBISBJICHUS YIPO3 O€30MaCHOCTH.

HOZ[XOZ[I:I K pcajinu3anun ayl“eHTI/ICbI/IKaLII/II/I, ABTOpU3AlU U YyUCTa

CrienMaiucT 10KEH yMETh

.

Hcrnonk30BaTh AaHHBIE, COOpAHHBIE C MOMOIIBIO PA3THIHBIX HHCTPYMEHTOB
kubep3anuThl (Hanpumep, onosenieHus IDS, MexceTeBbie IKpaHbI, JKYPHAIbI
cereBoro  Tpaduka), I aHaIW3a  COOBITHH, NPOHMCXOISIUX B
UHGPOPMAIMOHHON HH(PACTPYKTYpe, C LENbI0 YMEHBIICHHS KOJIUYECTBA
NOTEHIIUATIBHBIX HHIIUICHTOB.

TectupoBaTh, BHEIPSTH, pPa3BEPTbIBATh, MNONACPKHUBATL U  YIPABIATH
annapaTHbIM M IPOrpaMMHBIM OOecrieueHHeM B pamMKax HH()OpPMAalHOHHOM
UH(PACTPYKTYPHI OpraHU3aIMU

PaccienoBath,  aHANM3UPOBATH W PEArMpoBaTh  HA  WHIHICHTHI
MH(OPMALIMOHHOW 0E30MaCHOCTH B CETEBOM Cpejie

BeImonHATh  OLEHKY — KOHQUIYpaluy  3JIEMEHTOB  MH(OPManMOHHON
UHQPACTPYKTYpsl M ONPEIeNiTh, HACKOJIbKO JTaHHAs KOH(UIypauus
OTKJIOHSIETCSI OT IPUEMJIEMOM, OINPEACIECHHON JIOKAJBbHOW ITOJIMTUKON

0e301aCHOCTH

AHAJIN3 3AIMIIEHHOCTHA

30

CHCI_[I/IEU'II/ICT JOJIDKCH 3HAaTh U IIOHUMATh

Kro sBisercs oObekTaMu © CyObeKTaMH yrpo3 HWH(POPMAIMOHHON
0e301acHOCTH

Meroapl ¥ MPHEMbI, MCHONIb3YeMbIe AJIsl OOHAPYKEHUs PA3IUYHBIX BHIOB
YSI3BUMOCTEN

Merozpl 1 cpencTBa coopa HHGOPMALIUK U €€ XpaHCHHS

Hcrounnku pacnpocTpaneHus: HHPOpMAIHU 00 ySI3BUMOCTSIX

Crparerus UCTIONB30BaHUA HHCTPYMEHTOB JUISI IOUCKA YA3BUMOCTEH
TexHUKY MOMTydeHHU HECAHKIIMOHUPOBAHHOT'O TOCTYIIA

Metonbl IPOrHO3UPOBAHUSA U / FITH SMYIISIIIAU YTPO3

[IpuMepsl WCMONB30BaHUS CHCTEMHBIX apTe(akTOB B KOMIIBIOTEPHOI

KPUMHUHAIINCTUKE

CrienuaucT TOKEH yMETh

Pa3pabaTeiBaTh WHIUKATOPHI Yrpo3 HH(POPMAIMOHHON O€30macHOCTH s
MOAJIEP)KAHUS ~ OCBEAOMJICHHOCTH O  COCTOSHHUM  HWH(OPMAIMOHHOMN
nH}pacTPyKTypHI

Cobupats, 00pabaThIBaTh, aHATU3UPOBATH M PACTIPOCTPAHATH OLIEHKH YIPO3

nH(pOpMaMOHHOH 6e301acHOCTH




* BpiiBiATE ysA3BUMOCTH B HMH(OPMAIMOHHBIX CHCTEMaxX W/WIM BJIEMEHTax
nH(pOpManMOHHOH HHPPaCTPYKTYpHI

* Hcronb3oBaTh aBTOPH30BAHHBIE PECYpPChl W AHAJIUTHUECKHE METOABI JUIS
TIPOHUKHOBEHHUS B IIEJIEBBIE CETU /MM CHCTEMBI

* AHanu3upoBaTh [AaHHBIE U3 OJHOTO HIM HECKOJIBKMX MCTOYHUKOB M
IUIAHUPOBAHUS ~ MEPONPHMATHH 10  pEarupoBaHUIO HA  MHIUJCHTHI

nH(OpMaIMOHHOH 6e30IacHOCTH

1.3. TPEBOBAHUSA K CXEME OHEHKHA

Cymma 0ajuioB, MPUCYKIAEMBIX MO KaXJIOMY aclekTy, JO/DKHA MOMajiaTh B
auana3oH  0ajuioB, OMNPEAENCHHBIX JUISl  KaXJOro pasjieiia  KOMIIETCHIIHH,

0003HaYEHHBIX B TPEOOBAHMSIX U YKa3aHHBIX B Tabnuie No2.

Tabauya Ne2

Matpuna nepecuera Tpe0OBaAHU KOMIIETEHIIUN B KPUTEPUH OLIEHKH

1.4. CHIEHUO®UKALNIUA ONEHKA KOMIIETEHIIUH

Onenka KonkypcHoro 3aganus OyeT OCHOBBIBATbCS HA KPUTEPHUSAX, yKa3aHHBIX

B Ta0ure Ne3:



Tabnuya Ne3

OneHKa KOHKYPCHOI0 3a1aHUsA

Kpurepuii MeToauKa NPOBEPKU HABBIKOB B KPUTEPUH

LU 3amuTra KopmopatuBHOM | OuieHUBaeTCS KOPPEKTHAs MHTETpalMsl U HACTPOMKa CPeJICTB

HUT-undpacrpykrypnl MPOTPAMMHOM 3aIUThI, CO3AHHBIE OJUTUKH, OTYET

175 | PaccaenoBanue OrnieHUBaETCSl KOJIMYECTBO PACCIEAOBAHHBIX MHIUICHTOB U
HHIH/ECHTOB MOJIHOTA OTICAHUS HCIIOJIb3YEMBIX METOIOB.
HH(pOpPMAIHOHHOMI
0e3omacHoCTH

;0 Ayaur uHpopMannoHHoU | OueHNBaeTCs yMEHHE HAxXOOUThb M OKCILTyaTHPOBATh

CHCTEMBI HMCIOMUECA YA3BUMOCTHU B CECTAX U CUCTEMAX

| IIpoakTUBHBIN aHAJIN3 OuieHUBaeTCs KOPPEKTHOCTh AHAIN3a MOJTYYEHHBIX JTAHHBIX,
HI/IKBI/I}IaHI/Iﬁ pE3YIbTAaTOB aTakKu H peKOMeHHaHI/Iﬁ JJIsL

3aIIUTHL

1.5. KOHKYPCHOE 3A/IAHUE
O6mast mnpopomkutenbHOCTh KoOHKypcHOrOo 3amanus: 15 wyacoB (CTyIEHTHI
KOJUTEJIKEH ).

KonndecTBO KOHKYPCHBIX JHEW: 3 aHS

Bne 3aBucumocTH OT KoiauuecTBa Mojaysiei, K3 momkHO BKIIIOYATh OLEHKY 110
KKJIOMY U3 pa3/ieNoB TpeOOBaHUN KOMIIETECHIIUH.

OueHka 3HAaHWM Yy4YyaCTHHKA JOJKHA MPOBOAUTHCS 4YEpe3 MPAKTUYECKOE
BbImosiHeHne KoHkypcHOTO 3a1anus. B monomHeHne MOTyT YYUTBHIBATHCS TPeOOBAHUS
paboTojareneii I TPOBEPKH TEOPETUICCKUX 3HAHUM / OIEHKH KBATM(UKAIIUH.

1.5.1. Pa3pa0doTka/BbI00p KOHKYPCHOIO 3a1aHUS

KonkypcHoe 3aganue coctout u3 4 mMoayiel, BKIHOYAET 00S3aTEIbHYIO K
BBIMIOJIHEHUIO YacTh (MHBApUAHT) — 2 MOAYJIEH, U BAPUATUBHYIO YacThb — 2 MOJYJEH.
OO6uiee kKoaMYeCTBO OAITOB KOHKYpCHOTO 3aianus coctasisiet 100.

OO0si3aTenbHasi K BBIMOJHEHUIO 4YacTh (MHBapHaHT) BBIMOJHSIETCS BCEMHU
peruoHamu 0e3 UCKIIOUCHUS Ha BCEX YPOBHSIX UEMITMOHATOB.

KonnuectBo Monynell W3 BapUaTUBHOM YacTH, BBIOMpPAETCS PETMOHOM

CaMOCTOATCIPHO B 3aBHCHMMOCTH OT MATCpUAJIbHBIX BO3MOXKHOCTEH IIIomaaKu




COpPEBHOBaHUM W TOTpeOHOCTEM padoTonareneid pervoHa B COOTBETCTBYIOIIMX
crienuanucrax. B cirygae eciy HA OQUH U3 MOAYJIEH BApUATUBHOM YaCTU HE IMOAXOAUT
o 3ampoc padboTojaTessi KOHKPETHOIO PeruoHa, TO BapHaTUBHBIN (€) MOAYJb (M)
(dopMUpyeTCsI PETMOHOM CaMOCTOSITENbHO MOJ 3ampoc padotomatens. [Ipu sTom,
BpEMsl Ha BBINIOJIHEHHE MOJYJIs (€M) M KOJIMYECTBO OAJIOB B KPUTEPHUSIX OLEHKH TI0
acneKkTaM He MEHSIOTCS.

Tabruya Ne4

MaTpuna KOHKYPCHOTI0 3a1aHusI

O06o0ueHHas
Tpynosas Hopmarusasblit
TPyLOBas Monyne | Koncranrta/Bapuatus | MJI | KO
GbyHKIMSA nokyMeHT/3YH

byHKIHS

1.5.2. CtpykTypa MojayJieidi KOHKYPCHOTI0 3a/1aHusi (MHBAPUAHT/BAPpUATHUB)

1.5.2.1. CtpykTypa MmoayJieil KOHKYPCHOIO 3aJaHUsl (MHBAPHAHT)

Monyasb A. 3ammurta kopnopatuBHoii UT-unppacTpykTyphl

Bpems na svinonnenue mooyns 6 4acoB (CTYACHTHI KOJUICIKEHN).

3aganusa: HeoOXonuMo MpoBECTH YCTAHOBKY M HACTPOMKY OTEUYECTBEHHOTO
UHOPACTPYKTYPHOTO TMPOTPAMMHOTO OOECTIeUeHUs il HECKOJIbKUX (UIHAIOB
npeanpustus N. B coctaB nHOpacTpyKTypsl BXOAST MPOTPAMMHBIE U TIPOTPAMMHO-
anmapaTHbe KOMIUIEKCHl CIEAYIONIMX OTEYECTBEHHBIX BeHAOpoB: ['pymma Actpa,

NudoTeKC, PEJl Codr, bazaner CITIO, KubepllpotekT, DnTekc.

PykoBoacTtBo kommanuu N mpenocTaBisieT BaM MakcHUManbHBIA JOMYCK IS

BBITIOJTHEHUS padOT MO HACTpOMKe U 3amuTte kKoprnopatuBHoit UT-undgpacTpyKTypsl.



FW1, FW2, FW3 - Infotecs xFirewall
C1, C2, C3- Infotecs Coordinator
R1, R2, R3 - Eltex vESR
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Infotecs EndPoint/SafePoint

ISP VMManager

Monyas b. PacciienoBanue HHIIMIEHTOB HH(POPMANMOHHOI 0€30IIACHOCTH

Bpems na evinonnenue mooynsa 3 dyaca (CTyA€HTBI KOJUIEIKEN ).

3amanus: Bac npurnacwiu B kommnanuio OO0 «1by nis mpoBeeHus pacciae10BaHus
WHIIUJICHTOB HH(GOPMAITMOHHON O€3011aCHOCTH.

Bam Oyner mpenoctaBieH HaOop 3agaHui (TacKOB), K KOTOPBIM TpeOyeTcs
HAaWTU W OTHpaBUTh OTBET. OTBEeT nMaércs B Buie (uiara, COCTOSINETO M3 Habopa
CUMBOJIOB WJIM TPOU3BOJBHON (pa3bl. 3a BEPHOE BBHINIOJHEHHUE KAXKIOTO 3aJaHUs
KOMaHJa TOJy4daeT OYkd. YeM clokHee Tack, TeM OOJjbllle OYKOB JaéTcs 3a
MpaBWILHBIN OTBET. 3ajanus OyayT Beigansl B hopmate Task-Based, mo crnemxyromum
BO3MOJKHBIM KaTETOPHSM: 3aJladyd Ha HaXO0XKJICHHUE BeO-ysa3BUMOCTEH (Web), OUCK U
SKCIUTyaTanuio ys3BuMmocted B npuioxkenusx (PWN), nccnenoBanne mporpamm 6e3
HUCXOJTHOTO KoJa (reverse), paccieaoBaHue WHIAJICHTOB (forensic),
aagMuHuctpupoBanue (admin), kpuntorpaduio (crypto), creranorpaduro (stegano),
MoucK uHGOpMaIUU U3 OTKPHITHIX UCTOYHUKOB (OSINT).

3ajmaya — peUIUTh MAaKCUMaJIbHOE KOJWUYECTBO HWHIMACHTOB (TackKoB),

MMOATOTOBUTH OTUCT 110 KaXXKIOMY PCIICHUIO.



Moayab B. Ayaut nH(pOpMAaLHOHHOM CHCTEMbI

Bpems na eévinonnenue mooyns 3 daca (CTyAEHTBI KOJUIEKEN).

3ananus: Bac npurnacunum B kommnanutro OOO «Mb» mig mpoBeneHus aynura
KOMITAaHUU C LIEJIBIO IOMCKAa BO3MOXKHBIX YSI3BUMOCTEHN B IEMCTBYIOIEM ITPOTPAMMHOM
o0ecrieyeHUn M CcepBUCaX MCHOJIb3yEMbIMU KomnaHued. Bama pabora Oyner
ocyuiectBisieTcst B popmare Red Team — BaM pa3pelieHbl NOMNBITKY NOJIYYUTh TOCTYII
K cuctemMe JIoObIMU crocob0amu, BKJIIOYAIOMIMMU B ce0d TECTUPOBAHHUE Ha
NPOHUKHOBEHHUE; TECTUPOBAHUE JIMHHUM CBSI3H, OECHPOBOJHBIX U PaJUOYACTOTHBIX
CUCTEM; TECTUPOBAHHE COTPYJHUKOB IIOCPEACTBOM CICHAPUEB COLMAIBHOMN
UHKEHEPHUU.

Bam Oyzner npenocrasieHa BBojHas uHGopManus o komrnanuu. Heo6xoaumo
IIPOBECTH aHAJIA3 U JIaTh ONMCAHUE HAWJEHHOH ysI3BUMOCTH, a TAKK€ PEKOMEHAluU

K YCTPpAaHCHHUIO BBIABJICHHBIX HHIOUACHTOB.

Monyas I'. IIpoakTUBHBIA aHAIH3

Bpems na sevinonnenue mooynsa 3 yaca (CTyACHTBI KOJUIEIKEN ).

3apanms: Bac npurnacuiu B komnanuio OOO «Mby nis npoBeaeHust TpoOaKTUBHOTO
aHanM3a WHIUIACHTOB WHGOPMAIMOHHON Oe3omacHocTH. Ha omuH w3 ¢uimmanon
opraHu3zanuu Obl1a COBEpIlIeHa KuOep-aTaka.

Bac wampaBunm Juisi paccienoBaHMS WHIUACHTa U BOCCTAHOBIEHUS WH(pa-
CTPYKTYpbl M pPabOTOCIIOCOOHOCTH CETH M CHUCTeMbI (Uiuana, BOCCTAHOBIICHUE
KapTUHBI WHIMJICHTA, PEKOMEHJAIM, a TaK)Ke COCTaBICHHS OT4YeTa O KuoOep-
MPECTYIJICHUN.

3amaya — MPOBECTH aHAIHW3 MPOU3OIIEAIICH aTaKh, MOATOTOBUTH OTYET O

MpoJieIaHHON padoTe.



2. CIEIMAJBHBIE IPABUJIA KOMIETEHIUU?!

IIpn BbeIMONHEHMHM MOAYASA A A KaXJOW KOMAHABI pPAa3BOPAYMBAIOTCS
BUPTYyaJIbHbIE CTEHJABL. Pa3merieHne CTEHI0B MOXKET ObITh KakK JIOKaJbHbIM (BO
BHYTPEHHEH JIOKAJIbHON CETH KOHKYPCHOM IUIOIIA/IKH), TAK U HA CTOPOHHEM CepBepe
C IPSIMBIM JOCTYIIOM 10 cTeHaa. [Ipu pa3BepTeIBaHUM CTEHI0B HA CTOPOHHEM CEPBEpE
HEO0OXOIUMO O0ECHEeYUTh YYaCTHUKAM JIOCTYIl TOJBKO /10 CBOUX CTEHJOB CO CBOMX
pabouux Mect. Co CTEHIOB HHTEpPHET pa3pelieH TOJbKO Ha CalT aKTUBalUU
JTUIEeH3uH (ITpU HE0OXOTUMOCTH )

OneHka 3HaHUI KOHKYPCaHTa IMTPOBOAUTCS UCKIIFOUUTEIBHO YEPE3 MPAKTUUECKOE
BbIITOJIHEHUE KOHKypCHOro 3a1anus.

Pe3ynbpTaThl BBINOSHEHUS 3aJlaHUs AOJKHBI OBITH COXpAaHEHBI C COOJIIOJIEHUEM
dbopMaToB M HamMeHOBaHUM (aillIoB M MAMOK B COOTBETCTBUHM C 3aJaHUEM U
NpeI0CTaBICHBI HA TPOBEPKY C yUETOM TpeOOBaHUM 3a/1aHMUS.

Ilo ucreyeHMH BPEMEHH, OTBEIECHHOIO HA BBIIIOJHEHUE MOXAYIA, YYACTHHUK
OCTaBJISIET BUPTYaJIbHBIM CTEH/ U MAIIMHBI HA HEM B pab04YeM COCTOSIHUU U BCTAET CO
CBOETro paboyero Mecra.

[IpoBepka KOHKYpPCHBIX pa0OT BBIMOJHSETCS Ha pabOuMX MecTax HKCHEPTHBIX

rpymi corjiacHo tTunoBoro MJI.

2.1. JIM4HbIA HHCTPYMEHT KOHKYPCAHTA

HyneBoii - HENB3s1 HUYETO MPUBO3UTb.

2.2. MaTepuaJbl, 000py10BaHUEe U MHCTPYMEHTBI, 3aNpellieHHbIe HA MJI0IIAIKe
YyacTHUKaM BO BpeMs BBINIOJHEHUSI KOHKYPCHOT'O 3a/1aHUs 3alPEIIEHO UCIIOIb30BaTh
COTOBbIe Tene(OHbI, HOYTOYKH, IUIAHIIEThI, CMapT Yachbl W CPEJICTBA HHTEPHET
pecypcoB

DKcrnepTaM MpHU HAXOKJICHUH HA KOHKYPCHOM IUIONIAJKE, a TaK e BO BPEMS OLICHKU
3aMpelleHo UCIONIb30BaTh COTOBbIE Tee(POHbI, HOYTOYKH, TUIAHIIEThI, CMAPT Yachl U

CpEelICTBA UHTEPHET PECYPCOB
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3. llpuiio:xkeHus

[Ipunoxenune Nel MHCTpyKIus 110 3aII0JJHEHUIO MATPULIBI KOHKYPCHOTO 3aJaHus
[Ipunoxenune Ne2 MaTpunia KOHKYpCHOTO 3aJaHUs

[Tpunoxenune Ne3 Kpurepuu onieHKH

[Ipunoxenune Ne4d HMHCTpYKIMS MO OXpaHE Tpyda M TEXHUKE O€30MacHOCTH IO
koMmriereHuuu «MupopmarmonHas 6€30MacHOCTbY.

IIpunoxenne Ne5 Pa3BepHyToe TEXHMYECKOE 3adaHue Uil monayns A 3amura

koprnopatuBHoi UT-uHppacTpyKkTypshl.
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TEXHUYECKOE 3AJAHUME JJISA MOAYJIA A

HeoOxonumMo  mpoBecTH  YCTaHOBKY UM HACTPOMKY

OTCYCCTBCHHOT O

MH(QPACTPYKTYPHOTO MPOTrPaMMHOr0 OO€cleueHus i HECKOJIBbKUX (UIHAIOB

npeanpusatus N. B coctaB uH(pacTpyKTyphl BXOAST NPOTPaMMHbBIE U IIPOTrpaMMHO-

armapaTHble KOMIUIEKCHI CIEAYIOIIMX OTEYECTBEHHBIX BEHIO0poB: I'pymma Actpa,

NupoTeKC, PEJ Codt, bazanst CIIO, Kubepllporekt, Dntekc.

PyKOBOIICTBO komnanuu N npeaoCTaBIIsACT Bam makcuMainbHBIM JOIIYCK I

BBITIOJIHEHUSI pa0OT MO HACTpOIke U 3amnuTe kopropatuBHoi UT-uHbpacTpyKTypBhl.
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ALSEL ALSE2

Infotecs EndPoint/SafePoint

FW1, FW2, FW3 - Infotecs xFirewall
tecs Coordinator

C1, €2, C3- Info
R1, R2, R3 - Eltex vESR

A
ALSEL, ALSE2 - Astra Linux SE
RAZ - PE[] AIM

RO2 - PE[| OC
AWS3 - Aner Pabouas crasuua

RED VIRT - Pegj BHpTyanuaauus
ALT VIRT - AneT BrpTyanuzauva

ISP VMManager

PykoBoactBom kommanuu N OBUIO NPUHATO peHICHUE

BOCIIOJIb30BaThCS
OTEUECTBEHHBIM CPEJICTBOM BHUPTYAIH3AllUH B PaMKax OCHOBHOW BHUPTYyallU3allMU —
ISP VMmanager. Bcs undpacTpykTypbl KOMIAHUU JODKHA (PYHKIIMOHUPOBATH HA
BBINICYKAa3aHHOW BUPTYaIU3alllH, 32 UCKIIOUYCHUEM OT/IETbHBIX (DUITUATIOB.

Hoctyn K BUPTYJIH3ALHUH: manager:xxXX.1234

manager@ib-sec.org:xxXX.1234

Owman LlenTpanbHbIli — OCHOBHOE CPEICTBO BUPTYAIU3AIWH.

@unuan Ypanbckuil — cpeactso suptyanuszanuu PEJ] Bupryanuzamnusi.

@ununan /[anbHEBOCTOUHBINA — CPEICTBO BUPTyan3alnu AnbT Bupryanuzanus.
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INPOI'PAMMHO- 1 ITPOTPAMMHO-AIIITAPATHBIE KOMIIVIEKCHI
PUJINAJIOB

IenTpajbHbIi pUINAT J0KEH BKJIKYATH B ce0s cJeayIolue cpeacTsa
3alUMThI:

e 3amumeHHbIN ceTeBor koopauHarop — Cl

e 3ammieHHbIN ceTeBoit paepon — FW1

e 3amMIlEeHHbII ceTeBoi MapuipyTu3artop — R1

e Cpencta monutopunra IDS (TIAS, NS, MC, HS)
e Cpenctsa 3amutsl EP/SP (Endpoint/Safepoint)

OcHoBHOM uiIHAT HCIIO/Ib3YET ANllIAPpaTHOE U MPOrpaMMHOe o0ecIieuyeHue
komnanum ITAO I'pynna Acrtpa:

L] HpOI‘paMMHI:Jﬁ KOMIIJICKC HeHTpaJII/ISOBaHHOFO praBJ'IeHI/ISI KOMHI)IOTepaM —
ALD Pro

e 3amuineHHbIe padoyrie Mecta Ha 0aze oreuecTBeHHON OC — Astra Linux
Special Edition 1.8

Ypanabcknii puiinas 10/2KeH BKIKOYATDH B ce0sl CJIeaylolue CpeacTBa
3alUTHI:

e 3amuIICHHBIN ceTeBOi KoopauHaTop — C2
e 3SamumieHHbIN ceTeBor paepBor — FW2

e 3amuIIeHHbIH ceTeBON MapmpyTu3aTop — R2

Ypanabckuii puiinasn ucnmosib3yeT annapaTHoe U MporpaMMHoe odecrneyeHmne
komnanuu OO0 PEL CODPT:

e [IporpamMMHBIN KOMIUICKC IIEHTPAIN30BAHHOTO YIIPABICHUS KOMIIBIOTEpAM —
PEJ AIM
e 3amumieHHbIe paboune MecTa Ha O6a3e oreuecTtBeHHO OC — PEJ] OC 8

JaabHeBOCTOYHBINH (PUIHAJ T0JI7KEH BKJIKOYATH B ce0s1 ciaeayronue
CpeacTBa 3alIUTHI:

e 3ammIneHHbIN ceTeBoil koopauHatop — C3
e 3ammimeHHbIN ceTeBoi paepon — FW3
e 3amMIIEHHBIN ceTeBOW MapipyTu3zarop — R3

JanbHeBOCTOYHBIN (UIHAT UCTIOJb3YeT aANMAPATHOE U IPOrPaMMHOeE
ooecneuenue kommanuu OO0 BA3SAJIBT CIIO:

e SammieHHble padoune Mecta Ha 6a3e oredyectBeHHOM OC — AnbT PaGouas
cranius K
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CETEBAS HHOOPMAILIUS U PETJIAMEHT UH®OPMAILIMOHHOM
BE3OITACHOCTH

TpebGoBanus k ceTeBOM HHPpACTPyKTYype Kaxaoro ¢puiuana:

IloaceTp 103 Jon. uadopmanus

124 ***1/24 ABTOMaTHYECKass HACTPOWKA JJI pa3iadu v
MIOJTYYCHHSI CETEBBIX aApecoB. PasrpanndcHue
cereit no VLAN pekoMeH10BaHa, HO
HeoOs3aTeNbHAa.

JIOCTYITHOCTh CETEBBIX YCTPOMCTB MEXKTY
(bUIMAIOB JOJIKHA TIPOBEPATHCS C IIOMOIIIBIO
ornpaBku |CMP-makeToB (orpaHu4eHUs 1151
MIPOXOKJICHUS JAHHBIX TAKETOB JIOJKHBI OBITH
CHSTBHI)

TpeboBanus k 6€30MaCHOCTH BBIPAKAETCSl YCTAHOBKOM CIIOKHBIX MapoJien
(xxXX.1234) nns BceX yCTPOMCTB (PHIIHANIOB, a TAK)KE YCTAHOBKOM CPEICTB
pesepBHOro konupoBanus kommanuu OO0 KubeprnpoTekT Ha MoIb30BaTEILCKUE
YCTPOWCTBA.

J1Jis1 yCTPOUCTB € BO3MOKHOCTBIO orpanndeHus Tpaduka (FW) 10mKHBI OBITh
YCTAHOBJICHBI ITOJIMTUKH, 3alIpCIIAOITNEC UCITOJIb30BAHUC CIICAYIOIINX CalTOB:
vk.com, youtube.com, ok.ru, google.ru.

JIJIsT KayKI0T0 BO3MOYKHOTO YCTPOUCTBA JOJKCH OBITh Pa3peieH TOCTYII 10
BeO-uHTEpdeiica 1 YyIpOIIeHUS B3aUMOICHCTBUS.

Mexnay ¢unuanaMu J0JDKHO ObITh yeTaHoBieHO VPN-coennHenue ¢
nomotnpbio cpeacts 3amuThl komnanuu AO NuadoTeKC.

ABTOMATM3AIIUS JEVCTBUIA

[Ipn ncnonb30BaHUM KOMIUIEKCOB LHEHTPAIIM30BAHHOI'O YIIPABIICHUS
KOMIIbIOTEPAMH HEOOXOAMMO: PEaIN30BaTh BO3MOKHOCTh PaclpeIeNICHUs] HACTPOEK
Ha JOMEHHbIE YCTPOMCTBA. 32 TOMEHHbBIE YCTPOMCTBA MPUHATH 3aIUIIEHHbBIE
paboumne MecTa KOHKPETHOTO (puirania.

NHPOPMALUA 110 BUPTYAJIU3ALINN

PE/] Bupryanuzanus Pexxum standalone
AnwsT BupTtyanusamms PVE, nginx
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TEXHUYECKOE 3AJAHUME JJIAA MOAYJIA b

Bpems na eévinonnenue mooyns 3 daca (CTyACHTBI KOJUIEIKEN).
3apanus: Bac npurnacunu B komnanuto OO0 «Uby» st mpoBeieHns paccie10BaHus

MHIUIEHTOB UHPOPMALIMOHHON 0€30MaCHOCTH.

Bam Oyner mpegoctaBieH Ha0op 3ajaHuil (TaCKOB), K KOTOPBIM TpeOyeTcs
HalTu W oTnpaBuTh OoTBeT. OTBeT Haércst B BUAE (uiara, COCTOSIIEro u3 Habopa
CUMBOJIOB WJIM TPOU3BOJBHON (pa3bl. 3a BEPHOE BBHINOJHEHHUE KAXKIOTO 3aJaHus
KOMaHJa TMojdy4yaeT O4kd. Yem cliokHee TacK, TeM Oojbllle OYKOB JaéTcs 3a
NpaBWIbHBINA OTBET. 3a1anus OyAyT Bbianbl B popmare Task-Based, mo cnegyromum
BO3MOXKHBIM KaTETOPUSM: 3aJa4id Ha HaXOXJeHUe BeO-ya3BUMocTel (web), mouck u
AKCIUTyaTaluio ys3BuMmocted B npuioxkenusx (PWN), uccnegoBanue nporpamm 6e3
UCXOAHOrO  koja  (reverse),  paccielOBaHWE  WHIUACHTOB (forensic),
aaMuHucTpupoBanue (admin), kpuntorpaduio (crypto), creranorpaduro (stegano),
MOMCK UH(POPMAITUHU U3 OTKPBITHIX UCTOYHHKOB (OSINT).

3amaya — pemUTh MaKCHUMaJIbHOE KOJMYECTBO HHIUJEHTOB (TacKOB),

IMOATrOTOBUTDH OTUCT 11O KAXKIOMY PCHICHUIO.

TEXHHUYECKOE 3AJJAHUE JJIS1 MOJAYJISA B

Bpems na sevinonnenue mooynsa 3 yaca (CTyACHTBI KOJUIEIKEN ).
3amanmsi: Bac npurnacunu B kommanutro OOO «Ub» nng npoBeieHus ayauTa

KOMITIaHUH C [EITBI0 TTOMCKA BO3MOKHBIX YSI3BUMOCTEH B IEHCTBYIONIEM IIPOrPaMMHOM
o0OecrieueHUM ¥ CepBHCAX UCIOJIb3yeMbIMU KoMIaHued. Bama paborta Oyxer
ocymiectBisieTcs B popmare Red Team — BaM pa3pelieHbl MOMBITKYA MOJIYYUTH TOCTYTI
K CHCTeMe JIOOBIMH Croco0aMu, BKJIIOYAIONIMMUA B CeOs TECTUPOBAHHWE Ha
MIPOHUKHOBEHUE; TECTHPOBAHWE JIMHUI CBS3HM, OECIPOBOJHBIX W PaTUOYACTOTHBIX
CUCTEM; TECTUPOBAHHE COTPYIHUKOB TIOCPEJCTBOM CIICHAPUEB COIHMAIBHON
WHKXCHEPHH.

Bam Oynet npenocrasiena BBojHas uHpopmainus o komnanuu. Heo6xonumo
MPOBECTH aHAJIM3 U J1aTh OMMCAHNE HAWICHHON YSI3BUMOCTH, a TAK:KE€ PEKOMEHIAIlnN

K YCTPAHCHHIO BBIABJICHHBIX HHIWJICHTOB.
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TEXHUYECKOE 3AJJAHUE JJIAA MOAYJIA I

Bpems na eévinonnenue mooyns 3 daca (CTyAEHTBI KOJUIEIKEN).

3apanus: Bac npuriacunu B komnanuo OO0 «Wby nis npoBeaeHnst pOaKTUBHOTO
aHanM3a WHUMIAEHTOB HMHGOPMALMOHHOM Oe3omacHocTd. Ha onuH w3 Qunmanon
opraHu3aiuu Obliia COBEpIlIeHa Kubep-aTaka.

Bac wampaBuim Juisi paccrieoBaHMsS WHUMACHTa U BOCCTAHOBIEHUs UH(pa-
CTPYKTYpbl M pPabOTOCIOCOOHOCTH CETH M CHUCTeMbl (huiuana, BOCCTAHOBIIECHUE
KapTUHBbl WHUUJEHTA, PEKOMEHJAllUi, a TaKXKe COCTaBJeHUs oTueTra O Kubep-
NPECTYIUICHUH.

3aaya — MPOBECTH aHAIM3 MPOU3OIIEAIICH aTakd, MOATOTOBUTH OTYET O

npojesaHHoON padoTe.
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